LYNN

UNIVERSITY

How to forget the Staff Wireless Network
and join the Lynn Wireless Network

The Lynn University Information Technology department has implemented a
secure wireless network using 802.1X standards for the student and employee
wireless network. As a result of this change, users can now connect to the
“Lynn” wireless network using their myLynn username and password. We will be
retiring the “Staff” wireless network in the near future.

Please do not share or save your myLynn credentials on a device that you may
be sharing with another staff or faculty member or friend, as this presents a
security risk.

The following guide will assist with connection to the newly created “Lynn”
wireless network and remove the currently connected “Staff” wireless network
from your devices.

If you have any questions or need additional information, please contact IT
Support Services at 561-237-7979.
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Apple Laptop (MacBook Air and MacBook Pro)

Basic Instructions

Left click > Apple logo = System Preferences

Network = Advanced - Staff > — (minus) sign = OK > Apply

Wireless menu on toolbar = Lynn = myLynn username and password = Remember
this network = Join > Continue

Detailed Instructions

1. Please single left click the Apple logo (at top left of computer screen).

(@ Finder File Edit View Go Window Help

wn e

2. Please single left click on “System Preferences” (second option).

Finder File Edit View
About This Mac

System Preferences...

App Store...

\ Recent Items | 2

Force Quit Finder XORD

Sleep
Restart...
Shut Down...

- Log Out lynnadmin... {}8801

3. Please single left click on “Network” (fourth option in third row).

8 o

Bluetooth Sharing

iCloud Internet Extensions
Accounts




4. Please single left click on “Advanced” (bottom
® < i Network
Location: Automatic B

° Bluetooth PAN

Not Connected

address 10.8.50.129.

1)

° Thund...It Bridge

Not Connected

Network Name:  Staff

right of window).

Q

Status: Connected Turn Wi-Fi Off
Ethernet is connected to Staff and has the IP

A
v

Ask to join new networks

Known networks will be joined automatically. If
no known networks are available, you will have
to manually select a network.

i Show Wi-Fi status in menu bar

Advanced... ?

Assist me...

5. Please single left click on “Staff” and then
(underneath white box area).

Network

single left click on

“— Ethernet

QU TCP/IP  DNS  WINS  802.1X  Proxies  Hardware

Preferred Networks:
Network Name Security
Staff WPA2 Personal

+ @ Drag networks into the order you prefer.

Remember networks this computer has joined
Require administrator authorization to:

Create computer-to-computer networks
Change networks
Turn Wi-Fi on or off

Wi-Fi Address: 3c:15:c2:dc:cf:04

Cancel OK

the “_”
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6. The “Staff” wireless network name should now disappear from your list of wireless
networks.

Network

Search for the preferred networks in this order
~~ upon wake and restart. You can manually
* configure this list.

QUEZN TCP/IP  DNS WINS 802.1X Proxies Hardware

Preferred Networks:

Network Name Security

+ Drag networks into the order you prefer.

Remember networks this computer has joined
Require administrator authorization to:

Create computer-to-computer networks
Change networks
Turn Wi-Fi on or off

Wi-Fi Address: 3c:15:c2:dc:cf:04

? Cancel OK

7. Please single left click “OK” (bottom right of window).

Cancel OK




8. Please single left click “Apply” to save your changes (bottom right of window).

|

@ < HHH Network Q
Location: Automatic [C]
P 3
e = Status: Connected Turn Wi-Fi Off
Ethernet is connected to Staff and has the IP
@ Blustooth PAN 9 address 10.8.50.129.
@ Thund..It Bridge Network Name:  Staff o]

Ask to join new networks

Known networks will be joined automatically. If
no known networks are available, you will have
to manually select a network.

Show Wi-Fi status in menu bar Advanced... ?

Assist me... Revert Apply

+ | — e

9. You may now close this window by single left clicking on the red circle (at top
left of window). Please note that while the “Staff” wireless network name may
still appear to the right of “Network Name,” it will still be forgotten upon
connecting to the new “Lynn” wireless network.



(® <

Location:

—_—
L ] —
-

P ?I ljl?foot:ﬁ PAN 9

o Thund...t Bridge

Show Wi-Fi status in menu bar Advanced... ?

+ = e

Network Q

Automatic |

Status: Connected Turn Wi-Fi Off

Ethernet is connected to Staff and has the IP
address 10.8.50.129.

Network Name: ~ Staff <)

Ask to join new networks

Known networks will be joined automatically. If
no known networks are available, you will have
to manually select a network.

Assist me...

10.Please single left click the wireless network symbol (at top right of menu bar).

[ L (D) @ TueAug2 9:59AM Q=

11. You will now be presented with a list of currently available wireless networks.
Please select the “Lynn” wireless network by single clicking on it. Remember that

while you still may see a

check to the left of the “Staff” wireless network, it will

soon be forgotten upon joining the new “Lynn”

=

Turn Wi-Fi Off

 Staff a =
CableWiFi =
Knights a =
Lynn a8 =
LynnGuest =
XFINITY a =
xfinitywifi =

PD173809AC403Name73800D050178 @ =

Join Other Network...
Create Network...
Open Network Preferences...

12. You will now be prompted to enter your Lynn University credentials. This means
your username, which should be the first letter of your first name, followed by



your last name (Ex.: JSmith) and your password (Ex.: Apple123)

=g The Wi-Fi network “Lynn” requires WPA2
Q enterprise credentials.
) 4

Mode: Automatic

Username: JSmith
Password: eeeeeee ol

Show password
Remember this network

13.Please ensure “Remember this network” is checked so that you are always
connected to the “Lynn” wireless network automatically.

= The Wi-Fi network “Lynn” requires WPA2
Q enterprise credentials.
L 4

(o)

Mode: Automatic
Username: JSmith

Password: esessees|

Show password
Remember this network

? Cancel Join

14.If prompted to verify a certificate, please single left click “Continue” (bottom right

of dialogue).
® Verify Certificate -
7\ Authenticating to network "Lynn"

Before authenticating to server "ise-psn01.lynn.edu", you should examine the
server's certificate to ensure that it is appropriate for this network.

To view the certificate, click 'Show Certificate'.

2 Show Certificate ~ Cancel




15. Please confirm you are connected to the “Lynn” wireless network by selecting the
wireless icon (on top right of menu bar) and verifying that there is a check to the left of
the “Lynn” wireless network.

]

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v Lynn
CableWiFi
Knights
LynnGuest
Staff
XFINITY

xfinitywifi
Device
PD173809AC403Name73800D050178 &

PP b D
.)))

D))

Join Other Network...
Create Network...
Open Network Preferences...

16.You have successfully connected to the “Lynn” wireless network. Thank you for taking
the time to follow this guide.
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iPad Instructions (iPad Air, iPad Mini and iPad Pro)

D e e

Basic Instructions
Slide to unlock > Settings > Wi-Fi &> Staff > Forget this network = Forget
Wi-Fi = Lynn = myLynn username and password = Join = Trust

Detailed Instructions

Please press the home button on your iPad or iPhone to turn it on.
Please “slide to unlock” (swipe to the right).

i€, °'s

Wednesday, August 3



3. Please select the “Settings” icon (typically located on the first page).

4. Please select “Wi-Fi” (second option on top left).

maw smonam o0
Settings General
FY airplane Mode About
@ wr Staff Software Update

oo

sii
[ totifications Spotlight Search
B control certer Handoft & Suggested Apps
Da Not Disturh Multitasking

-

@ oispiay &erighiness
Storage & Cloud sy
— o *

@ sounss

[ Touch D& Passcode

Background App Refresh

Auto-Lock 2 Minutes
[ sattery

Restrictions of
[ privacy

Cate & Time
& iCloud

Keyboard

& unes & app store
Language & Region

B watet 8 asple Pay
iTunes Wi-Fi Sync
) v, Contacts, Calendars

VPN Nt Connected
Notes
Reminclers Regulatory
J Messages
Reset
| FaceTime

B maps



5. Please select the lowercase

iPad ®

Settings

Airplane Mode

Wi-Fi Staff

Bluetooth

E Notifications.
Control Center

Do Not Disturb

B ceneral

Display & Brightness

a

@ ‘Wallpaper

D sounss

Touch ID & Passcode

Battery

QDB

Privacy

iCloud

)

iTunes & App Store

o

‘Wallet & Apple Pay

Mail, Contacts, Calendars

0

Notes

Reminders

C

Messages

FaceTime

8

-l Maps

Off

10:04 AM

Wi-Fi

~  Staff

CHOOSE A NETWORK
Knights
Lynn
LynnGuest

Other...

Ask to Join Networks

12

next to the “Staff” wireless network (on right side).

Wi-Fi

100% -

O

!

a®
a = ()

*®

Knawn networks will be joined automatically. If no known networks are available, you will have

to manually select a networ



6. Please select “Foraet This Network” (at top right of screen).

iPad T 10:04 AM 100% -

Settings & Wi-Fi Staff

Airplane Mode | Forget This Netwark

= Wi-Fi Staff
IP ADDRESS
Bluetooth Off BootP Static

IP Address 10.8.50.18
] Notifications

Subnet Mask 2556.265.0.0
Contral Center

Router 10.8.1.1
Do Not Disturb

DNS 10.10.1.51, 10.10.1.52

Search Domains lynn.local

General
Client ID

b

Display & Brightness
Wallpaper

Renew Lease
Sounds

HTTP PROXY

Mt e

Touch ID & Passcode

Battery

coeeoB8®

Privacy

® iCloud
iTunes & App Store

B waltet & Apple Pay

a Mail, Contacts, Calendars
Notes

Reminders

Messages

FaceTime

20C

Maps

7. A popup window will now open, asking you whether you wish to confirm this
change or cancel it, please select “Forget” to forget the “Staff” wireless network.

Forget Wi-Fi Network
"Staff" ?

Your iPad will no longer join this
Wi-Fi nef

Cancel ‘ Forget

13
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8. To confirm that this process has been successfully completed, please verify that all
fields on the right side of the screen do not contain any numbers.

Settings £ Wi-Fi Staff

IP ADDRESS

Airplane Mode
DHCP EootP Static

= Wi-Fi Not Connected
IP Address

n Bluetaoth Off

Subnet Mask

B B Router
[E) notfications

DNS
@ Control Center

Search Domains
Do Not Disturb

Client ID

E‘a General
HTTP PROXY
@ Wallpaper
€D sounas
m Touch ID & Passcode
[ sattery
n Privacy

S iCloud
@l iTunes & App Store

B wallet & Apple Pay

a Mail, Contacts, Calendars
Notes

Reminders

Messages

FaceTime

20C

Maps



Settings & Wi-Fi Staff

IP ADDRESS

9. Eilease select “Wi-Fi” (seggpd option on left side)

1005 -

Airplane Mode

Statie

IP Address

Bluetooth Off
Subnet Mask

I Router
Notifications

DNS
Control Center

Search Domains
Do Not Disturb

GE@®

Auto

Client ID
General
HTTP PROXY
Display & Brightness “ Manual
Wallpaper
Sounds

Touch ID & Passcode

Battery

CDoeeoBa®

Privacy

iCloud

)

iTunes & App Store

a

Wallet & Apple Pay

Mail, Contacts, Calendars

Notes

Reminders

Messages

C

FaceTime

ag

Maps

15



10. Please select the “Lynn” wireless network to initiate the new wireless network

connection.

Settings

Airplane Mode

Not Connected

Bluetooth off

10:08 AM
Wi-Fi

Wi-Fi

CHOOSE A NETWORK.

100% -

[® notifications
) contrel Center

Do Not Disturb

Eﬂj General

Display & Brightness
Wallpaper

D sounas

[ Touch 1D & Passcode
) satery

o

Privacy

& iCloud

iTunes & App Store

B wallet & appie Pay

) Mail, Contacts, Calendars
Notes

Reminders

Messages

FaceTime

2apC

Maps

Knights. a =0
| Lynn
LynnGuest = (i)
Staft O]
Other.
Ask 1o Join Networks

Known natworks will be joined automatically. f no known natworks ara available, you will kave

ta manually select a networ

16
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11.Please enter your myLynn username (Ex.: JSmith) and password (Ex.: Apple123)
and select “Join” (top right of window).

Enter the password for “Lynn"

Enter Password

Username  JSmith

Password esesssses

12.You should be prompted with a certificate installation window. This window will
contain information pertaining to the security integrity of the “Lynn” wireless
network. Please select “Trust” (top right of screen).

iPad 10:05 AM m

Cancel Certificate Trust

ise-psn02.lynn.edu
Issued by Go Daddy Secure Certification Authority

Not Trusted

Expires 8/1/18, 5:09:42 PM

More Details



13. A small wheel icon should be spinning to the left of the “Lynn” wireless network,
indicating that it is connecting to the “Lynn” wireless network. This process may
take up to one minute.

Settings Wi-Fi

o0 -

Airplane Mode

Bluetooth

w
B wotiications

LynnGuest =
Control Center

Staff W=

Do Not Disturb

&) ceners
Display & Brightness
£ walloaper

@ sounas
Touch ID & Passcode
[ satery

M Frivacy

& iCloud
Tunes & App Store

B wallet & Apple Pay

() wai, conacts, Calendars
Notes

{ Reminders

() Messages

\) FaceTime

S Meps
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14.You should now see a check mark to the left of the “Lynn” wireless network,
indicating the new wireless network configuration has been successfully completed.

iPad ¥ 10:05 AM 100% "

Settings Wi-Fi

Airplane Mode Wi-Fi L
= Wi-Fi Lynn Lynn e = ()

a Bluetooth off CHOOSE A NETWORK
Knights &= G)
Notifications. i
LynnGuest =@
Control Center
@ Staff 8= @
Do Not Disturb
Other...

General .
Ask to Join Networks

Display & Brightness Known netwarks will be joined automatically. If no known networks are available, you will have
to manually select a network

Wallpaper

Sounds

Touch ID & Passcode

Battery

Coeesoaee®

Privacy

)

iCloud

iTunes & App Store

Wallet & Apple Pay

D Oe

Mail, Contacts, Calendars
Notes

Reminders

ld Messages

) FaceTime

=l Maps

15.Please press the home button on your iPad or iPhone to return to the home screen.

16.You have successfully removed your iPad or iPhone from the “Staff” wireless
network and joined it to the newly improved “Lynn” wireless network. Thank you for
taking the time to follow this guide.



Windows Computer (Laptop)

1.

2.

Basic Instructions

Start menu > Control Panel = View network status and tasks - Manage wireless networks -

Staff > Remove = Yes

Wi-Fi menu on taskbar = Lynn = Connect automatically = Connect = mylLynn username and

password = Connect - OK - Connect
Detailed Instructions

-
N

J’ Getting Started
% Snipping Tool Administrator

. Documents
Connect to a Projector

Pictures

% Remote Desktop Connection

Music

Sticky Notes
2 Computer

123 Control Panel
,g‘:ﬁ Paint

Devices and Printers

Calculator

.4‘ XPS Viewer
Default Programs

,@j Windows Fax and Scan

" Mozilla Firefox >

> Al Programs

Help and Support

| Search programs and files pel ‘

Please single left click on “View network status and tasks” (first option under

“Network and Internet”).

Adjust your computer’s settings

il  System and Security
. Review your computer's status
Back up your computer

Find and fix problems

_ Network and Internet h
@h View network status and tasks
-2,

O0se Nomegroup and sharing options

/ Hardware and Sound [
View devices and printers l‘
| Add a device
Connect to a projector @
Adjust commonly used mobility settings [

L Programs
h 4 Uninstall a program
Get programs

Please single left click on “Control Panel” (on right side, sixth option down).

View by: Category ~

User Accounts
@ Change account type

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resclution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

20

Ple single left click on the start button to open the Windows menu (bottom left).



21

4. Please single left click on “Manage Wireless Networks” (second option on left side).

Control Panel Home

|Manage wireless networks |

Change adapter settings

Change advanced sharing
settings

Please single left click on the “Staff” wireless network and single left click “Remove”
second option above wireless network list).

il » Control Panel » Network and Intemet » Manage Wireless Networks + [49 )| Scorch Manage Wiretess Network

Manage wireless networks that use (Wireless Network Connection)

onnect to these networks in the ordes listed below.

Adaptes properies  Profie types  Network and Sharing Center ®

view, modify, and reorder (1)

G St Prtievame: st Radio type: Ar
- Security type: WPA2-Personal ™

You will be prompted to confirm whether or not you wish to remove the “Staff’

wireless network. Please sinale left click on “Yes.”
f Manage Wireless Networks ﬂ1

Are you sure you want to remove this network?

If you remove it, you can't connect to it anymore unless you
create a new profile,

Ves | Mo |

A

You may now close this window by single left clicking on the red “X” (on top right of
R - )

\amc] P | ———

window).
Please single left click on the wireless network icon (bottom right of taskbar, left of

time).
You will be displayed with a list of currently available wireless networks. Please
single left click on the “Lynn” wireless network and ensure that the “Connect
automatically” option is selected to ensure you are automatically connected when in

range.
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Mot connected

dﬂﬂ Connectiens are available

Wireless Metwoark Cennection ~
Knights 1.]“]

Lynn S

Connect automatically

Staff i
LynnGuest ::ﬂ“
PD173809AC403MameT 38000050178 ._"‘.
Other Network ::]“'
Other Network -l

Open Metwork and Sharing Center

1:06 PM

D YT

10. Please single left click on “Connect” (right of “Connect automatically”).

Lynn —ﬂlﬂ i

- i b
[V] Connect automatically E Comrect

m

11.If prompted to “Terminate” or “Connect,” please select “Connect” be brought to the
credentials section.

Windows Security Alert

G The connection attempt could not be completed

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server.

(] petails [ teminate | (| connect ||

1:08 PM

.
* &F 0 ® oo
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12.Please enter your Lynn University username (Ex.: JSmith) and password (Ex.:
Microsoft123) and single left click “OK” to continue.

I Windows Security

Network Authentication

Please enter user credentials

‘ J5mith
| | FEERERENRIES

1:10 PM
8/2/2016

13.If prompted again to “Terminate” or “Connect,” please select “Connect” to continue
the logon process.

« [ F g0

pr—
Windows Security Alert

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server.

Details [ Terminate ] Il Connect ”
— ]

111 PM
8/2/2016

14.You should now see the message, “Connecting to Lynn.” Please wait while this
process completes as it may take up to one minute.

o )

Connecting to Lynn ...

Cancel

i 12eM |
PO )
P o ® g

15.When done, your wireless icon (at bottom right of screen, left of time) will display up
to five white bars, indicating signal strength. If only one white bar is displayed,
please contact us and we will be happy to help strengthen your connection.

1:13 PM

Ll
a W gl WY

16.You have successfully connected to the “Lynn” wireless network. Thank you for
taking the time to follow this guide.



